University of U H

Hertfordshlre
Remote access to software on University computers
Use a University Windows 10 lab or LRC PC wherever you are.

Logging in from a Windows device

Logging in from a Mac

Logging out

Identifying and resolving issues

This service enables you to remotely access specialist licenced software on University computers
that may be required for your studies.

If you require SPSS, MATLAB and Office 365 applications these are freely available for you to
download to your own computer. Find out more at ask.herts.ac.uk/software-availability-at-uh

Please note:

e At present we are unable to facilitate remote access to University Macs

e Get help at any point by clicking on the ‘get help’ option in the portal

e If you do not need specialist on campus software, please prioritise this service for those
students who do require it for teaching and assignments.

e Use of this software is reserved for teaching and learning purposes at the University of
Hertfordshire and must not be used for private use / personal gain

e Usage of the software is monitored.

Which devices and software do | need to connect to a University computer?
e  Windows has pre-installed Remote Desktop Connection support
e Mac OS users can use the Remote Desktop client for Mac, available in the App Store
e Linux users can use xrdp (open source) to connect to a remote PC with RDP. Your operating
system will include help that explains how to install xrdp
e Android Remote Desktop client is available from the Play Store, however other platforms
will usually provide a better experience

Follow the instructions given below for logging into the service and logging out. Failure to follow the
logging out instructions may temporarily lock your remote access.

Logging in from a Windows device:
1. Loginto the University’s Virtual Private Network (VPN).

Find details on how to use this on AskHerts: ask.herts.ac.uk/vpn-virtual-private-network-and-pulse-
secure

2. Go to rdportal.herts.ac.uk
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Remote Desktop Portal

Use a University Windows 10 lab PC wherever you are:

1. Loginto Pulse Secure.

2. Login using your ab20cde format username and password.
3. Choose the PC-setup you need when you are ready to use it.
4. Download and run the remote connection file.

5. Log out when you are finished.

Login

Get help

3. Signin using your Herts username and password

Sign in

[ISDI'T\EE'I"E@EXBI'I'IS 2.Ccom

Password

Sign in

Your University account is usually in the format
abl15cde@herts.ac.uk

4. Selectthe PC-setup you would like to use from the list provided and ‘request session’.
5. You will then see the following message:

Remote Desktop Portal

Request submitted
Pleases do not navigate away from this page. Your request is swaiting approval and allocation of a lab PC. You will be redirected sutomatically when it is ready or

||'J-_‘:| e if ar ol has eocurmed

6. Selectyou are connecting FROM a PC

Remote Desktop Portal

Current computers assigned to Ifsqge (logout) (refresh):

* Animation image on CTA-1B01-02: requested at 23/09/2020 14:55 (RDP)

o Download connection file to run on PC
o Download connection file to run on Mac

You will also be able to see if you have any current active sessions at this stage.

7. Next you will be sent a small connection download file - click on it and you will see the
following:
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& Remote Desktop Connection *

The publisher of this remote connection can be identified. Do you want to connect
anyway?

This remate connection could ham your local or remote computer. Do not connect unless you know
where this connection came from or have used t before.

..| | Publisher: Unknown publisher

Type: Remote Desktop Connection
Remote computer: BUS-M114-20

[] Dont ask me again for connections to this computer

(= Show Details Connect

Click on connect

8. Login using your University username and password

Windows Security

Enter your credentials

These credentials will be used to connect to CTA-1B01-01.

| Password

HERTS}

D Remember me
More choices

oK Cancel

9. You will now be connected. Use the Windows icon at the bottom of the screen to bring up
the list of available software on the machine and log into the software applications in the
normal way.

Logging in from a Mac:

1. Download Parallels from the app store

<

Qrap ° || Paraliels Parallels Client

Business
Y Discover '
A Create 23 kkthk  No.11 a4+
A Work
Play
o Py What's New Virsbon vty
l\ Develop Fixed: Security vulnerability issue disclosed in CVE-2020-15860 dependent on Parallels RAS w ago
N Security update version 17.1 Update 2 Hotfix 1. Version 17.1.21868
@ Categories
) Updates

Preview

2. Loginto the University’s Virtual Private Network (VPN).

Find details on how to use this on AskHerts: ask.herts.ac.uk/vpn-virtual-private-network-and-pulse-
secure
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3. Go to rdportal.herts.ac.uk
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Remote Desktop Portal

Use a University Windows 10 lab PC wherever you are:

1. Loginto Pulse Secure.

2. Loginusing your ab20cde format username and password.
3. Choose the PC-setup you need when you are ready to use it.
4. Download and run the remote connection file.

5. Log out when you are finished.

Login

Get help

4. Signin using your Herts username and password

Sign in

[ISDI'T\EE'I"'E@EKBI'I'IS 2.Com

Password

Sign in

Your University account is usually in the format
ab15cde@herts.ac.uk

5. Select the PC-setup you would like to use from the list provided and ‘request session’.
6. You will then see the following message:

Remote Desktop Portal

Request submitted
Please do not navigate away from this page. Your request is awaiting approval and allocation of a lab P You will be redirected sutomatically when it is ready or

||'.f-:| wreed i ar BTTOn Nl GCCLIT T

7. Select you are connecting FROM a Mac

Remote Desktop Portal

Current computers assigned to Ifsqgc (logout) (refresh):
* Animation image on CTA-1B01-02; requested at 23/09/2020 14:55 (RDP)

o Download connection file to run on PC

o Download connection file to run on Mac

You will also be able to see if you have any current active sessions at this stage.

Make a note of your assigned machine name
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8. You will find a connection file has been downloaded to your computer. This file contains the

configuration for your remote session. Double clicking on the file will automatically load the
settings into parallels and start the session.

Downloads

ﬁ RDPortal-@i Comp...9-2020-10-14-0955.2xc
3 KB

9. Your username credentials should already be populated. Just type in your password and click
connect.

Logging out
YOU MUST LOG OUT of the machine when you have finished your work.

Do not disconnect the session

Select the Windows icon and then the ‘user’ icon at the top and then sign out or log off.
Do not select ‘shut down’ or power off
LRC PC example:

Step 2

Step 1

E| Lock

= Sign out Step 3

Do not end your remote session by clicking on the cross in the top of the screen and ‘disconnecting’
—you will be still logged in and unable to start another session.

CTA-1EO0T-T1

Logging off may look different depending on which machine you have connected to.
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LMS PC Lab example:

Command Prompt | Thisec
p

A& Computer Management Settings
“# File Bxplorer Control Panel
& Intemet Explorer Devices and Printers
@ Mozilla Firefox Run...
) Notepad Windows Security
27 Pracmon
[ Regedit
(D) Task Scheduler
X Windows PowerShell
» All Programs
[[5earch progroms P
-
L]

UH

Identifying and resolving issues

Can’t ‘find’ rdportal.herts.ac.uk in your web-browser search?
Try entering the web address into the address bar at the top of your search engine screen.

rdportal.herts.ac.uk

About 121 results (0.20 seconds

QA QD Maps B News [ Images

It looks like there aren't any great matches for your search

Tip Try using words that might appear on the page that you're looking for. For example, ‘cake
recipes' instead of ‘how to make a cake'

Need help? Take a look at other tips for searching on Google.

X & Q

¢ Shopping i More Settings  Tools

Unable to connect?

Please note that if you get the following pop up it may be due to a poor VPN / internet connection.

Try logging out and back in again.

Remote Desktop Connection

access is enabled.

e Remote Desktop can't connect to the remote computer for one of these reasons:
1) Remote access to the server is not enabled
2) The remote computer is turned off
3) The remote computer is not available on the network

Make sure the remote computer is turned on and connected to the network, and that remote
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Please note:

Devices assigned but not connected to within 30 mins of request will return to the available
pool and not allow connection.

If you are disconnected re-download file to reconnect to the same device (find this in your
download folder).

If you leave a device idle that you are connected to for a prolonged period, you will be
automatically logged out and will not be able to reconnect.

The list of active sessions assigned to you will periodically update but may not be completely
accurate due to system scan times.

You have an active VPN session before logging into Remote Desktop
Try logging out of remote desktop and back in again

Wait 30 mins and try again

Have you exceeded the maximum number of sessions?

Contact the Helpdesk: ask.herts.ac.uk/helpdesk
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